EMSISOFT

How to use the Emsisoft Decrypter
for Stampado

IMPORTANT! If your system was compromised through the Windows Remote Desktop feature,
we also recommend changing all passwords of all users that are allowed to login remotely and
check the local user accounts for additional accounts the attacker might have added.

The decrypter requires access to the active malware infection to reconstruct the necessary encryption
parameters to perform the decryption. At the very least it is necessary to write down the contact email
and the displayed ID before removing the malware and to keep a copy of the malware file.

How to decrypt your files

1. Download the decrypter from the same site that provided this "How To" document.
2. Once downloaded double click the decrypter to run it.

3. The license terms will show up next, which you have to agree to by clicking the “Yes” button:
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THIS SOFTWARE IS PROVIDED "ASIS", WITHOUT WARRAMTY OF ANY
KIMD, EXPRESS OR IMPLIED, INCLUDIMNG BUT NOT LIMITED TQ THE
WARRANTIES OF MERCHANTABILITY, FITMESS FOR A PARTICULAR
PURPOSE AMD NOMNINFRINGEMENT. IN MO EVENT SHALL FABLAMN
WOSAR OR EMSISOFT LTD BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IM AM ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISIMG FROM, OUT OF ORIN COMMECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALIMGS IM THE SOFTWARE.

Do you agree to these terms?

4. Once the license terms are accepted, the primary decrypter user interface opens:
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5. By default, the decrypter will pre-populate the locations to decrypt with the currently connected
drives and network drives. Additional locations can be added using the "Add" button. Also, the
object list accepts files and locations to be added via drag and drop.

6. Switch to the Options tab and type in the contact email and your ID.
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General settings

¥ Keep encrypted files

Decryption key settings

Select or type in Stampado salt value ... - Detect ...

Email address:
estion@sigaint.org
Your ID:
66C3ABAS
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7. In addition to the contact email and ID the decrypter also requires the campaign specific salt of
the ransomware sample. If the malware is still active on the system, it can be easily obtained by
clicking the "Detect ..." button and pointing the decrypter to an encrypted file to work out the
salt automatically. If the malware is no longer active, please send the copy of the malicious file
to nomoreransom@emsisoft.com to obtain the correct salt value to put in.

8. Switch back to the Decrypter tab. After you added all the locations you want to decrypt to the
list, click "Decrypt” to start the decryption process. The screen will switch to a status view,
informing you about the current process and decryption status of your files:
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Looking for active infection ...
Mo active infection was found!

Encrypted file: C:YUsers\SarahDesktopine4dbg
\BEDOEASFAB20C 73346 1060753CF 3 1FE9BCOACSFOTCA. locked
Destination file: C:\Jsers\Sarah'\Deskiop'xa4dbgterrordb. tut
Status: Successfully decrypted!

C:Windowswinsxs \Badwuph, Abort
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9. The decrypter will inform you once the decryption process is finished:
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Looking for active infection ...
Mo active infection was found!

Encrypted file: C:YUsers\SarahDesktopine4dbg
\BEDOEASFAB20C 73346 1060753CF 3 1FE9BCOACSFOTCA. locked
Destination file: C:\Jsers\Sarah'\Deskiop'xa4dbgterrordb. tut
Status: Successfully decrypted!

rinished!

Save log ] ’ Copy log to dipboard Abort
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If you require the report for your personal records, you can save it by clicking the “Save log”
button. You can also copy it straight to your clipboard to paste it into emails or forum posts if
you are asked to.

Available decrypter options

The decrypter currently implements the following options:

o Keep encrypted files
Since the ransomware does not save any information about the unencrypted files, the decrypter
can't guarantee that the decrypted data is identical to the one that was previously encrypted.
Therefore, the decrypter by default will opt on the side of caution and not remove any
encrypted files after they have been decrypted. If you want the decrypter to remove any
encrypted files after they have been processed, you can disable this option. Doing so may be
necessary if your disk space is limited.
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